ADOPTED - JULY 26, 2022
AGENDA ITEM NO. 6
Introduced by the County Services Committee of the:

INGHAM COUNTY BOARD OF COMMISSIONERS
RESOLUTION TO APPROVE AN INGHAM COUNTY IT SECURITY POLICY
RESOLUTION #22 – 335

WHEREAS, the Ingham County IT Department recognizes the importance of maintaining a safe and secure County Network; and
WHEREAS, the Ingham County IT Department, in cooperation with the Ingham County Policy Review Committee recommend the attached Ingham County IT Security Policy; and
WHEREAS, the policy will aim to ensure:

· The provision of uninterrupted IT services

· The integrity and validity of data

· An ability to recover effectively and efficiently from disruption

· The protection of all Ingham County IT Department assets, data, networks, software, and hardware

· Defined security standards for users, IT Department staff, and vendors

· Compliance with identified items required by HIPAA, LEIN, or other state or federal agencies; and
WHEREAS, all computer and communications security measures should be simple and easy to use, administer, and audit within the constraints of industry-standard security practices.
THEREFORE BE IT RESOLVED, that the Ingham Board of Commissioners approves the attached Ingham County IT Security Policy, which shall take effect upon approval of this resolution.
BE IT FURTHER RESOLVED, that this policy shall be applicable to all departments of Ingham County.
COUNTY SERVICES:  Yeas:  Sebolt, Stivers, Grebner, Celentino, Peña, Maiville, Naeyaert

          Nays:  None     Absent:  None     Approved  07/19/2022
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1. Approved:

Resolution No.

A. Introduction
1. Aim of the Policy

The Ingham County security policy covers computer services and associated devices, networks, and communications facilities; this supplements the existing Ingham County resource policy (Use of County Resources, Resolution No. 01-200). This document means to provide more detail concerning the security of Ingham County resources.

This policy states the conditions of use of Ingham County resources and facilities, the rights and responsibilities of users and administrators, and the methods used to implement the policy.

This policy aims to ensure:

· The provision of uninterrupted IT services.

· The integrity and validity of data.

· An ability to recover effectively and efficiently from disruption.

· The protection of all Ingham County ITD assets, data, networks, software, and hardware. 

· Defined security standards for users, Innovation & Technology Department (ITD) staff, and vendors. 

· Compliance with identified items required by HIPAA, LEIN, or other state or federal agencies. 

All computer and communications security measures should be simple and easy to use, administer, and audit within the constraints of industry-standard security practices.

2. Scope of the Policy

Security generally gets defined as “the state of being free from unacceptable risk.”  Risk for the Ingham County ITDD concerns the following categories of losses:

· Confidentiality of Information/ Personally Identifiable Information (PII)

· Data integrity

· Assets

· Efficient and Appropriate Use

· System/Network Availability

Confidentiality refers to private County information or electronic private health information. 

Integrity refers to the accuracy of data. Loss of data integrity may be gross and evident, as when a computer disk fails, or subtle, as when a character in a file gets altered inappropriately.

The assets that require protection include:

· Computer and Peripheral Equipment.

· Communications Equipment.

· Computing and Communications Hardware, Computer Programs, and Documentation.

· Application Computer Programs and Documentation, Information Data (HIPAA, LEIN, and other data resources protected by local, state, and federal statute.) 

· Supplies and Data Storage Media.

Efficient and appropriate use ensures that Ingham County ITD resources get used for the purposes they were intended, in a manner that does not interfere with the rights of others.

Availability is concerned with the full functionality of a system (e.g., finance or payroll) and its components or the networks used to provide these systems.

The term for the potential causes of these losses is “threats.”  These threats may be human or non-human, natural, accidental, or deliberate.

3. Risk Assessment

Periodically Ingham County ITDD or an approved third-party vendor shall carry out a risk assessment. Such an assessment aims to estimate Ingham County ITDD’s potential vulnerability, to ensure that current security measures are sufficient to reduce the risk to acceptable levels and determine the costs associated with achieving an appropriate level of security.

The potential risks include:

· Users with higher than necessary levels of access.

· Unsupervised end-user devices that are left logged in.

· Shared user-ids and passwords.

· Errors.

· Disaffected employees.

· Lack of security awareness.

· Unauthorized access.

· Viruses/Malware/Ransomware

· Any form of access.

· Lack of control over changes made to services or data.

· Legal consequences of security breaches.

· Fire. 

· Water.

· Sabotage.

· Public embarrassment.

4. Dependent Facilities

Some of the facilities that are dependent on the Ingham County ITD Department, directly and indirectly, provided technical resources that relate to IT security are:

· Mason West:  Sheriff/Jail, District Court, Animal Control, Parks Department, Drain Commission, and Delhi office

· Mason East:  Courthouse, Fair Board, Hilliard Building

· Human Services Building and remote clinics.

· 9-1-1 Dispatch Center

· Consolidated Court Facility and campuses: Veteran’s Memorial Court House, Grady Porter Building, Youth Center, Family Center, Public Defenders Office.

· Non-county facilities: Ingham County Housing Commission, Mason Police, Land Bank, and others to a lesser degree

· General Public: Board of Commissioners, elected officials, other groups requiring access to authorized Ingham County network resources. 
B. Definitions
Terms and phrases used throughout this policy are defined as follows.

1. Account – the login identifier and associated resources for a computer system or application system. Note that in implementations, an account may be used by a person for a particular purpose even if the person has not gone through the login process.
2. Computer System – any device that utilizes a central processing unit and the operating system associated with that device. This includes computer networking and remote management equipment as well as traditional computer services.
3. CIO – the Chief Information Officer of the Information Technology Department an agent of the CIO.
4. DMZ – short for Demilitarized Zone, a computer or small subnetwork that sits between a trusted internal network, such as a corporate private LAN and an untrusted external network, such as the public internet.
5. DNS – Domain Name System (or Service), an internet service that translates domain names into IP addresses.
6. External User – a user who is not an Ingham County Employee.
7. Filter – a logical or physical device used to selectively permit or deny communications between particular computer services.
8. Firewall – a device interconnecting computer services or networks to provide the capability to filter network traffic between those computer services or networks.
9. FTP – File Transfer Protocol, the protocol used on the internet for exchanging files.
10. General Access – the availability of a resource to any user.
11. General Purpose Computer System – any computer system made available for the use of the general Ingham County Information Technology Department community for an approved activity
12. HTTP – Hyper Text Transfer Protocol, the underlying protocol used by the World Wide Web. HTTP defines how messages are formatted and transmitted, and what action web servers and browsers should take in response to various commands.
13. Login – the act of accessing a computer system or its associated application services.
14. Login Directory – the directory owned by an account on a computer system for initial access immediately following the login procedure to access that computer system.
15. PCI Data – Payment Card Industry Data, any information that contains partial or complete data from the front or back of any bank/debit/credit card.
16. PII – Personal Identifiable Information, any information that contains names, phone numbers, partial or full social security numbers, or any other type of information that could be used to identify an individual.
17. Privileged Account – an account that is capable of carrying out operations that affect the working environment of other accounts. It is normally authorized for use by a restricted group of people who are responsible for computer system administration.
18. Resource – any computer system, associated networking infrastructure, or service offered by these.
19. Security Breach – any incident that results in unauthorized access of data, applications, services, networks, and/or devices by bypassing their underlying security mechanisms.
20. SMTP – Simple Mail Transfer Protocol, a protocol for sending email messages between servers.
21. System Administrator – any person who is authorized as being responsible for the configuration, maintenance, and operation of a computer system.
22. Threat – an event or outcome that may potentially occur as a result of the configuration, maintenance, and operation of a computer system.
23. User – a person using a computer system. A user is normally the account holder of the account being used, but not necessarily so. A person using an account that they are not a holder of and without authority is still classed as a user of the computer system.
24. User Account – an unprivileged account provided for the use of one authorized person to access a computer system.
25. VPN – Virtual Private Network, a private data network that makes use of a public network, such as the internet, by encrypting data at one node and using security procedures that provide a “tunnel” through which the data can pass to another code.

C. IT Security Procedures
1. Physical Security

Access to secure areas, including computer rooms and MDFs, shall be restricted to authorized 
staff using passwords, locks, and/or access-control devices. Visitors to these areas shall be permitted only under ITD supervision and as authorized by ITD staff. ITD keeps a log of all visitors, including name, time in, time out, and reason for entry.

During non-working hours, secure areas shall be protected against intrusion by appropriate building surveillance services or security staff. 

When the Facilities Department or contractors enter an area for repair and building maintenance, the Facilities Department will escort contractors when required, log all work done, time and date, and the people who performed the maintenance.
2. Environmental Security

Protecting mission-critical services from the effect of electrical power outages and fluctuations shall be done by installing an uninterrupted power supply (UPS), Power Generator, and/or surge protection devices. IT facilities shall have adequate protection against fire and water damage.

The following standards of physical security of strategic platforms are required:

· Premises must be physically strong and free from unacceptable risk from flooding, vibration, dust, etc.

· Keep air temperature and humidity within acceptable limits.
3. Data Security

Using ITD computer equipment supplies users with information about the computer system and about Ingham County ITDD. This information is essentially private to Ingham County ITDD and, in some cases, essential for users to know to carry out their work. Therefore, a trust relationship exists between authorized users and Ingham County ITDD.

A user will not attempt to gain unauthorized access to any information. No user has the authorization to use a computer system or otherwise attempt to access any file or device to disclose information that they are not authorized to possess.

It is the responsibility of Ingham County ITDD to manage county network resources. Therefore, Ingham County ITDD must have full access to all application/system data.  ITD has both an ethical and professional responsibility not to access, view, distribute, or use any data not required to complete an assigned job function.

All administrative privileges go to designated Ingham County ITDD staff. Any others who seek elevated privileges shall have their request evaluated on a case-by-case basis with approval only to those whom ITD has determined are both trained and unable to fulfill their duties without such rights.

4. Internet Security

The Internet represents an insecure channel for exchanging information leading to a high risk of intrusion or fraud, such as phishing. Ingham County treats the Internet as a hostile environment. To protect Ingham County resources and data: 

· Installed firewall(s) to control all data packets and connection requests.

· Only explicitly permitted traffic is allowed by the firewall.

· All traffic that passes through the firewall will get logged and audited.

· Implemented packet filtering with rules keeps the risk to a minimum.

· Access by outside users will be restricted.

· Any publicly available computing devices accessible to internet traffic (Web (HTTP) servers, FTP servers, SMTP (email) servers, and DNS servers); are located within an established demilitarized zone (DMZ) - a computer or small subnetwork that sits between a trusted internal network, such as a corporate private LAN, and an untrusted external network, such as the public Internet).

5. Intrusion Detection

Intrusion protection within the boundaries of the Ingham County Network is required to prevent:


· Unauthorized individuals from indiscriminately connecting any computing devices into any access point of the network.

· Unauthorized access of staff and external hostile threats to the Ingham County Technology Resources.

Only devices belonging to Ingham County or managed by Ingham County are permitted to function when connected to the Ingham County Network. Visiting personnel wishing to access the  network must have authorization from the ITD CIO and must apply to ITD for temporary access rights; other than predefined public PCs.

6. Remote Access & VPN

Employees approved for Alternate Work Site (AWS) and other approved employees may remotely connect to Ingham County Network resources through a Virtual Private Network (VPN). The VPN will provide an encrypted tunnel over a public network. Information transmitted through the VPN to Ingham County systems is not easily accessible by unauthorized parties.

VPN is accessed using multi-factor authentication methods consisting of username and password, followed by verification through the multi-factor authentication system.

The VPN gateway is set up and managed by the Ingham County ITD department.

Unauthorized individuals and equipment are not allowed to connect to the VPN.

VPN software installed on an employee's assigned equipment is required to connect to Ingham County resources.

Only Ingham County ITD-approved computers and mobile devices can have the VPN software installed.

If a vendor requires remote access, they will use the approved remote access service provided by Ingham County ITD.

Ingham County ITD will monitor all activity while users are signed into the VPN remote access service. These logs include but are not limited to log-on, log-off, time connected, user information, equipment connected, software used, websites visited, and any activity that transpires across the VPN or remote access service while connected.

Employees and vendors are responsible for ensuring that their computers are running current anti-virus protection on any computing device before establishing a remote access connection to Ingham County technology resources. The IT Department will enforce this by using Network Access Control. Network Access Control (NAC), also called Network Admission Control, is a method of bolstering the security of a proprietary network by restricting the availability of network resources to endpoint devices that comply with a defined security policy.

The use of remote access applications requires Ingham County ITD approval, a VPN connection, and a strong password. The application shall only be active when needed and terminated upon disconnection. Furthermore, the County employee responsible for the PC running the remote connection software shall not leave any remote access connection running unattended. 

Unless the prior approval of Ingham County ITD is obtained, employees may not establish wireless, internet, or other external network connections that could allow access to Ingham County technology resources. 

Any deviations to the remote access policy must be approved by and are at the discretion of the Ingham County CIO.

Unauthorized use of the VPN will result in disciplinary action, up to and including termination of employment.

7. Endpoint Protection

Endpoint protection is a policy-based approach to network security that requires endpoint devices to comply with specific criteria before getting access to network resources.

To protect County resources: 

· Any computing device internal/external connecting to the county network will have current Anti-Virus protection.

· Only ITD or an approved vendor will install approved software. 

· If end-users suspect an active virus, they shall immediately disconnect and shut down their device and contact the Helpdesk.

· End-users will immediately delete any suspicious emails, and if appropriate, request that the sender resend the message again.

· All inbound and outbound email messages will be scanned and quarantined if suspicious.

8. Wireless Networking

All wireless infrastructure devices that intend to connect to an Ingham County secured network or provide access to information classified as Ingham County Confidential or above must: 

· Abide by the standards specified by ITD. 

· Be installed, supported, and maintained by ITD.

· Use ITD approved authentication protocols and infrastructure.

· Use ITD approved encryption protocols.

· Maintain a hardware address (MAC address) that can be registered and tracked.

D. Users
1. Conduct and Acceptable Use
All persons authorized to access Ingham County information assets will comply with applicable laws, regulations, and standards of conduct when using Ingham County information systems. A user intentionally violating IT policy will be subject to County disciplinary action and, if warranted, legal action.

County systems should provide a display banner upon logon requiring authorized users to accept the terms displayed before allowing access. The displayed banner should cover privacy, acceptable use, standards of conduct, the potential for activity monitoring, and user acceptance of the terms.

All use of email must be consistent with Ingham County policies and procedures of ethical conduct, safety, compliance with applicable laws, and proper business practices. Ingham County email accounts are used for Ingham County-related business only. Creating dating, shopping, or another personal account with an Ingham County email address is strictly prohibited. Social Media accounts shall only be created once authorization is obtained through the process defined in the Social Media Policy.

The critical components of Ingham County information security infrastructure must not be disabled, bypassed, turned off, or disconnected without prior approval from ITD management. A risk assessment is required for all production information systems to ensure that critical systems have received at minimum a rudimentary level of security attention. Periodic reviews of these measures by ITD would affirm an acceptable level of risk.

Information is a vital asset, and all access to, uses of, and processing of Ingham County information must be consistent with policies, standards, and guidelines. Information is defined as an Ingham County asset and must be protected. Ingham County information is considered both a product and a resource that is time-intensive to recreate. It, therefore, constitutes a financial investment on the part of Ingham County.

Only management authorized business purposes are allowed with Ingham County information. All non-approved uses of Ingham County information are prohibited. For example, an employee may want to use his employer's customer database for a non-approved announcement.  To prevent secondary dissemination problems, marking sensitive information is advised.  Users shall take steps to ensure that dissemination of Ingham County information is done so within acceptable avenues. For example, per LEIN rules, encryption must be used when sharing CJIS data, and recipients of said data must be authorized recipients.

Authorized users must not use Ingham County resources to engage in hacking activities. Including gaining unauthorized access, doing damage to, altering, or disrupting the operations of any other information systems, and capturing or otherwise obtaining passwords, encryption keys, or any other access control mechanism that could permit unauthorized access.

Management not enforcing any policy requirement does not constitute its consent, nor does it mean out-of-compliance conditions will continue.

2. Responsibilities

Users’ responsibilities include:

· Ensuring that confidentiality and privacy of data are maintained.

· Ensuring that electronic Private Health Information is only on devices listed by Ingham County ITD to be acceptable to contain electronic Private Health Information.

· Safekeeping of their user-id and password by not providing to anyone, including ITD and Management.

· Ensuring the security of their computer by logging off or locking it when it is left unattended. All ITD controlled workstation screens will lock after 20 minutes of inactivity. 

· Compliance with all relevant Local, State, and Federal laws and regulations, such as HIPAA, LEIN, or other regulatory statutes.

· Compliance with the provisions of this policy, Ingham County Resource policy, and other Ingham County policies and procedures.

3. Confidentiality and non-disclosure Statement

Before performing any work on County IT equipment or the County Network, vendors must sign the Confidentiality and Non-disclosure agreement. Vendors must ensure that all personnel involved with any project get advised of the confidential nature of the information contained within Ingham County Network resources.

Vendors must have a Business Associate Agreement before they are allowed to work on hardware or software that may contain Private Health Information (ePHI).

4. Password Management

Passwords are a primary defense mechanism on many computer services. Careful selection of passwords improves security. Individual users are responsible for the robustness and maintenance of their passwords. To change a password, the user can call the ITD Helpdesk or use the self-help web app. Individual users are responsible for the defense of any accounts held by them. The following rules for use of passwords shall apply:

· Passwords must follow the ITD password policy. 

· Newly issued passwords are to be changed as soon as possible after issuance.

· Passwords must not be displayed next to the computer, under the keyboard, or any other place other than stored in a secure, locked area. 

· Users when logging on must not permit anyone to see their password.

· Password disclosure is not allowed, including giving a password to ITD or management.

· Users will not save passwords electronically within applications.  Ingham County ITD authorized software password safes are an exception to this rule.

· A user who realizes that their password is compromised shall change the password, if possible. Users must report all details of a breach to ITD support staff upon discovery.

· Changing system-level passwords require updating the global password list held by the ITD administration.
· The use of automatic logins is not permitted

5. Account Security

Department heads are required to notify ITD as soon as feasible via the Personnel Action Request (PAR) or Security Action Request (SAR) process when a user account or security profile needs to be disabled or deleted. User accounts will be disabled immediately when an employee leaves or in situations where the employee will be gone for an extended time. 

Accounts of employees who have left will be deleted 30 days from the date the account is disabled. Deleted accounts are irretrievable. 

User accounts or security profiles are not to be shared. If an employee leaves or a temporary employee needs access to the County Network, a supervisor will notify ITD via the PAR process for an account to be created or deleted. All temporary employee accounts expire on the date provided by the department.

Creating email rules to forward Ingham County email to any non-County, outside email address is strictly prohibited.

Department heads should use the Security Access Request (SAR) system to notify ITD to implement any security changes for employees in their department.

6. Data Backup

ITD performs regular backups of data stored on the servers and databases. This data is also replicated to our secondary data center to ensure data redundancy.

Data on each user’s workstation is not part of the backup. Users should save all valuable information to their provided network storage area on the servers as part of the Backup Policy.

7. Disciplinary Actions

County resources generally, and specifically IT resources, may be provided to employees exclusively to assist in the efficient and effective day-to-day operations of offices, departments, and agencies. Misuse of County resources may result in discipline, up to and including immediate discharge and, where appropriate, civil and(or) criminal liability.

E. Alternate Work Site (AWS)/Remote Work
1. Remote Access Requirements
All remote connections to Ingham County require approved ITD controlled access points.

All AWS employees must lock their computers when they are not in the line of sight. All AWS employees must disconnect from VPN and log out or shut down their computers when they will be away for any length of time greater than 30 minutes.

Display screens require positioning in a way that cannot be easily read by unauthorized persons through a window, over the shoulder, or similar means.

AWS employees must not share any electronic devices that access Ingham County resources in any way, including computers, computer peripherals, access cards, identification, or keys. Family members or friends are not permitted to use any equipment that has access to County resources.

AWS employees must follow all current software licensing restrictions already in place in Ingham County. No software installed on work machines can be removed or installed on home computers. Unapproved software is not allowed on work computers.

AWS employees must follow all Ingham County policies at remote work locations, including Use of Social Media and Use of County Resources.

Employees are responsible for purchasing any required items to do their work remotely. This includes, cross-cut shredders, locking furniture, safes, privacy screens, etc.

Only Ingham County ITD provided or approved computer and networking equipment can connect to the VPN for remote access.

AWS employees must not use personal mobile, computer, computer peripheral, or computer software for Ingham County-related remote work without prior authorization from their supervisor and the IT department.

All systems that access the Ingham County Network for remote work must have up-to-date, ITD approved malware protection software.

All systems that access the Ingham County Network remotely must have an Ingham County ITD approved endpoint protection software package installed.

Whenever possible, remote work should be in a separate room or workspace that is secure from the rest of the house or co-working space.

Any County equipment should be located and protected to reduce the risk of environmental hazards and opportunities for unauthorized access or theft.

2. Data Protection

All computers used for remote work (including portables, laptops, notebooks, mobile devices, and any other transportable computing devices) which contain Ingham County proprietary information must use ITD approved data encryption and password protection.

AWS employees that make local backups must store them in a secure location. AWS employees cannot keep backups of sensitive Ingham County data at their remote location unless otherwise required. Backups contained on any removable media must be encrypted, password-protected, and marked appropriately.

3. Information Disposal

All reasonable precautions are required to protect Ingham County hardware, software, and information from damage, theft, or misuse at alternate work sites.

AWS employees requiring secret or confidential Ingham County information at their homes to do their work must have lockable heavy furniture or safes.

AWS employees must have a shredder to appropriately dispose of printed versions of sensitive information. Shredders that make strips of paper are not acceptable for the disposal of Ingham County's sensitive information. Shredders must make cross-cut confetti or smaller particles. 

AWS employees must not throw away Ingham County's sensitive information in wastebaskets or other accessible trash containers. All sensitive information must be shredded or securely retained until the user has access to proper disposal methods.

4. Remote Systems Management

On Ingham County supplied computer hardware, AWS employees must not make any changes to the operating system or install new software. Any changes require ITD technicians on-site or using remote system software.

AWS employees are not allowed to alter Ingham County supplied hardware in any way without prior knowledge and authorization from the Ingham County ITD.

5. System Ownership and Return

Any Ingham County supplied hardware, software, information, or other materials, must be returned when an employee separates from Ingham County; or when requested by the ITD or the employee's supervisor.

Ingham County assumes no risk of loss or damage to supplied hardware, software, information, or other materials required to perform work remotely. Ingham County expressly disclaims any responsibility for loss or damage to persons or property caused by or arising out of the usage of such items.

6. Violations

Any violation of this policy may result in disciplinary action, up to and including termination or prosecution. Ingham County reserves the right to notify law enforcement of any unlawful activity conducted with Ingham County equipment or information.

F. Security Management
Security events commonly occur within an IT environment and require day-to-day management to detect potential problems before becoming cyber incidents. The overall responsibility for managing the security of data and systems rests with the CIO.  As part of security procedures, all applications required by law or business necessity shall require an audit trail. Ingham County ITD negating or minimizing any potential or actual security breaches is in the interest of all account holders. 

Specific personnel get assigned responsibilities for the administration of information security policy so that procedures get implemented and monitored while still guaranteeing that the overall security of Ingham County ITD computing facilities and systems are not compromised.

To that effect, Ingham County ITDD may disable an account without notice, regardless of suspected misuse. Ingham County ITDD decides the nature and period of account suspension.

Mission-critical applications should require additional user authentication and provide intruder lockout after failed login attempts. 

Department heads shall review any application with electronic Protected Health Information (ePHI) and the level of security assigned to their employees.

1. Security Breaches
When appropriate, Ingham County ITDD will refer any incident involving a possible breach to State, Federal or International law enforcement for investigation. Ingham County ITDD will give that authority all reasonable assistance requested.

If a security breach occurs and a person or organization external to Ingham County ITDD is a potential victim, Ingham County ITDD will refer details specific to that party.

If a security breach involves facilities strictly internal to Ingham County ITDD, Ingham County ITDD may follow the appropriate Ingham County ITDD disciplinary procedures.

a.
Security Incident Reviews

The person who carries out the technical investigation of a security breach shall submit a report to the CIO outlining the following details (where possible):

· The general nature of the security breach.

· The general classification of people involved in the security breach (such as external clients, privileged staff members).

· The computer services involved in the security breach.

· The details of the security breach.

· The impact of the security breach.

· Unrealized potential consequences of the security breach.

· Possible courses of action to prevent a repetition of the security breach.

· Side-effects of those courses of action.

Remedial action should be taken, based on this report, when appropriate.

2. Security Audits

Regular auditing procedures shall be carried out on all computer services to check for policy conformance and to satisfy the requirements of Ingham County ITDD internal and external auditors. 

Audit procedures, of any level, may be carried out on any computer system at the discretion of Ingham County ITDD.

In the course of the auditing procedure, Ingham County ITDD may delete or otherwise modify any data on any computer system that promotes an infringement of this policy or the host configuration guidelines covered by the ITD system standards to re-establish system security.

Routine access logs checks get performed to look for unusual events that may indicate security breaches.

3. Disaster Recovery

A disaster recovery plan, which accounts for the risk assessment, Ingham County ITD needs, and vulnerabilities, will be implemented. The disaster recovery plan will get documented and tested periodically.

4. Review and Amendment of Security Policy

This policy shall be reviewed periodically and may get amended as required by the ITD. All former copies of the policy get replaced by a copy of the new, amended policy.

5. Training

The level of security that can be implemented within Ingham County ITD depends to a large extent on the understanding and cooperation of all staff. The key to good security is based on staff awareness and training. 

Personnel who have been granted access to computer services have a responsibility for the safekeeping of data within their area of work. Users must be aware of how the security of data can be enhanced.

To assist staff to gain an understanding of how system security can be enhanced it is necessary to: 

· Define personnel policies and procedures.

· Provide education and appropriate supervision.

· Ensure an understanding of confidentiality requirements.

A copy of the Ingham County Resource Policy and this Information Security Policy shall be provided to new employees at the time of their new employee orientation.  Each employee, on commencement of employment, should be made aware that they must not divulge any information that they may have access to in the normal course of their employment. Staff must also be made aware that they should not seek access to data that is not required as part of their normal duties.
G. Asset Management

Asset management involves receiving, tagging, documenting, and disposing of equipment. Maintaining up-to-date inventory and asset control ensures computer equipment locations and dispositions are known. Non-ITD controlled hardware and software present a substantial risk to the integrity and security of the entire Ingham County network, the devices on it, and the data those devices contain. Lost or stolen assets store sensitive, proprietary data; proper asset management procedures provide documentation that aids in maintenance, recovery, replacement, criminal prosecution, and insurance activities. 

This policy provides procedures and protocols that support effective asset management and focuses specifically on electronic devices and software that ITD supports and maintains.

ITD will not be responsible for supporting and maintaining any hardware, equipment, or software purchased outside of the ITD. Any hardware or software purchased without the ITD will not be allowed access to the Ingham County Network or contain any proprietary Ingham County data.

1. Hardware
The following asset classes are subject to tracking and asset tagging (this list is not an exhaustive list and can adapt over time):

· Desktop workstations

· Laptop computers

· Tablet devices

· Printers, copiers, fax machines, and multifunction print devices

· Scanners

· Server equipment

· Network appliances (routers, switches, UPS, storage, etc.)

· PBX, VOIP telephony systems and components

· IP enabled video and security devices

Certain assets like cables, adapters, keyboards, mice, empty USB flash drives, other inexpensive electronics that do not have network access, etc., are generally not tracked.

a.
Asset Tracking Requirements

The following procedures and protocols apply to asset management activities:

· All assets must have an asset number assigned and mapped to the device serial number

· An asset tracking database. It includes the purchase and device information as well as:

· Date of purchase

· PO number

· Type of asset

· Make, model

· Serial number

· Location

· Department

· User (if applicable)

Before deployment, ITD staff shall assign an Ingham County ID tag to the asset and enter the required information into the database.

b.
Asset assignment

Each additional device on the network increases the risk of data loss or intrusion. Therefore, every employee will be allowed one asset unless additional devices are required to complete their work and are expressly authorized by their supervisor and ITD.

c.
Data destruction

ITD staff shall determine whether data destruction is required before repurposing an asset. Assets about to be removed from service shall have all data destroyed according to the current data destruction requirements. Data destruction shall be performed by ITD or a 3rd party that adheres to the data destruction protocols required.

2. Software

All materials associated with any computer system, including software and printed materials not in the public domain, must be treated following applicable copyright agreements and restrictions. Such material must be licensed (if required) appropriately and may be obtained only from a legal source. ITD shall maintain an inventory of all licensed software and periodically informs departmental managers of any licensing violations.

ITD shall be involved in all software systems purchases that will interact with Ingham County systems or infrastructure to ensure the compatibility and security of the desired software and that it meets specified County requirements. The installation of software that has not been approved by ITD on Ingham County computers is strictly prohibited.

Users will not use the facilities of any computer system for storing, accessing, or otherwise using any material which in any way infringes a copyright agreement. Users are prohibited from installing personal software on Ingham County computer systems.

End-of-life software should be removed from computers and destroyed.

H. PCI/PII Data Protection Policy
Securing sensitive personal data is paramount in ensuring compliance and protecting against data breaches. It is, therefore, the policy of Ingham County to protect Personally Identifiable Information (PII) and Payment Card Industry (PCI) data. This policy will be in addition to any Local, State, or Federal policies a department already follows. ITD must be involved in the collection, storage, and transport of any PCI/PII data.

1. Storage
Any portable computing device (laptop, phone, etc.) that stores PII or PCI data must have its storage drive(s) encrypted, and login must be password protected. Any transportable storage medium (USB drive, CD, DVD, Blu-ray, etc.) must have all stored data encrypted and password protected. Only Ingham County ITD approved cloud storage solutions can store PCI and PII data. Physically securing paper copies in locking heavy furniture or safes is required. Users cannot store PCI/PII data of any kind, including but not limited to any payment card information, personal user data, website login info, or passwords used to sign in to any online or local services, in any unencrypted file format.

2. Transport & Electronic Transmission

Any medium (paper, USB drive, CD, DVD, Blu-ray, etc.) that requires transport will be done only by authorized personnel. PCI and PII data require encryption in transit. Any email or message that contains PCI or PII data will be encrypted. Transmission over SMS, messaging apps like Facebook, Twitter, Signal, etc., is not allowed. Under no circumstance can PCI and PII data be posted on forums, comment sites, Pastebin, or any other form of data sharing site.

3. Disposal & Destruction

All PCI and PII data require secure erasure from a reusable storage medium (USB drives, portable hard drives, etc.) or computing devices when the data is no longer needed. Physical media such as CDs, DVDs, Blu-rays, etc., must be irrevocably destroyed. Use of a cross-cut shredder is required to destroy paper copies.

APPENDIX A

Computer Virus Prevention and Response

Tips to avoid being infected through email:

1. DO NOT open attachments from anyone, unless it is normal and typical for you to receive this particular type of attachment from the sender and it is not unusual timing. 

2. If you are unsure about an attachment, contact the listed sender and verify that they intentionally sent you the file.

3. As a last resort, you can ask ITD to scan the file for viruses.  Just call the helpdesk (676-7385)

Please understand that, like a flu vaccine, there is no 100% effective method for preventing virus infections.  Any questions that you might have can be answered by calling the ITD helpdesk at 676-7385.

Remember, the single most important step that you can take to prevent virus infections is:  DO NOT open attachments from anyone, unless it is normal and typical for you to receive this particular type of attachment from the sender and it is not unusual timing.
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